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CIL Technical Specification for the Interoperability of Certification Authorities
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AME T8 PKI Mo ASMEZ FE5dT8ES &Hsbr] 93 dF5A
218 HE(CTL : Certificate Trust Lists)oll gt 71&74-& 42
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31 % % 2 4

[PKCS1] RSA Laboratories PKCS#1, RSA Gryptography Standard
v2.1, 2001
[X509] ITU-T Recommendation  X.509(1997) | ISO/IEC

9594-1:2001, Information technology - Open Systems
Interconnection - The Directory : Authentication Framework

[RFC2459] IETF RFC 2459(1999), Internet X.509 Public Key
Infrastructure Certificate and CRL Profile
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[RFC2119]

[PKCS7]

[PKCS9]

[FIPS 180-1]

[FIPS 180-2]

32 7Y EFE 2

[TTA-120001]

[TTA-X509/R2]

[TTA-120011]

[TTA-120012]

[TTA-120013]

IETF RFC 2119, Key words for use in RFCs to Indicate
Reguirement Levels, March 1997

RSA Laboratories PKCS#7, Cryptographic Message Syntax
Standard v1.5, 1997.5

RSA Laboratories PKCS#9, Selected Obect (lasses and
Attribute Types v2.0, 2000.2

NIST FIPS PUB 180-1, Federal Information Processing
Standards  Publication (FIFTS PUB) 180-1, Seawe FHash Standard
1995.4

NIST, FIPS PUB 180-2, ANational Institute of Standards and
Technolagy; 2002
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H2R - QISA] ZJEF FHRPAE Y12, 2000

TTA, TTASIT-X509/R2, fgEg] A28 95 Z94=Z
FFE 2000

TTA, TTASKO-120001R1, 8]+ ¥+ #E= - H257 &7/
ors YuElE FET(HAS-160), 2000

TTA, TTASKO-120012, FAIAIE Q54 ZZ23Y FF
2000
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7} CA : Certification Authority, <!
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1}) OID : Object Identifier, 44| 2]
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}) DN : Distinguished Name, 2]*8 %

2}) CN : Common Name, ZA]| ©]&

1) PKCS : Public Key Cryptography Standard, 3717] 45 %F

H}l) DAP : Directory Access Protocol, HH|EZ HT Z=2EF

Al) LDAP : Lightweight Directory Access Protocol, 4% TdEZ] H

°}) CTL : Certificate Trust Lists, 1541 218 &=
Z}) ASN.1 : Abstract Syntax Notation 1, %4 F& #7]
6. ASA A==
61 ASA A EH =
ASA AF HE2L AR OE PKI BV F35AFY T WetozH
Feds & AS7EL ASAHE wWixste WA= ol gHA St ‘?_%‘1
A F5E AS7IBE] ASA dARe H=ER #H s [PKCS7]2
A4 E & e (SignedData) = 74 T}
AS718/L F5dse st A=E A 3271 ASA AF F5S TPt
Zlo] ofyel Z} PKI =vle] HAH AF7&o] Axle] =wQlol] /IFA

A PKI B PKI

(list : A_RootCA)

(list : B_RootCA)
(Signer : B_RootCA)

AEN Mz == A_RootCA
(Signer : A_RootCA)

B_RootCA [@%H NS J
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62 AFH AFES
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R
621 21%A == sRIs

6.2.1.1 WM (Version)

6.2.1.2 A AF-&-(Subject Usage)

N oAE B2 AEEAL WASH Zzte AgEAd td OIDE

rlo

o] =& [TTA-120012]9] &% 7] A85 3 (Extended Key Usage)d &
At

T2E b

s OID: th&3 2.
electronic-civil-application OBJECT IDENTIFIER ::= { iso(1) member-body(2)
korea(410) kisa(200004) npki-interoperability(8) ctl(1) subjectUsage(1) 1 }

6.2.1.3 2} <& (Listldentifier)

At AR = GMTZ 233 20493 7FA] UTCTime &24]S AR5l 2050

WHE &= GeneralizedTime & 22 AMg-3lojof S},

6.2.1.5 the g Y AH(Next Update)

T WFUAE AF7|We] The AFA AlF B2 WFT AL Uw
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S
thgol WFHE AFA AY Be o Beolx AP AT ol Aol
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NZt ARE GMTZ Z3838 20493 7b% UTCTime &2]S A& 2050
WHE &= GeneralizedTime & 22 AM&-3fojof g},
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JLgpoR AF7¢] AFA Y BE YA {UF gololok v, A
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6.2.1.7 A &a12]F(Subject Algorithm)

AF FAE <ol 2dE= ASHE st dagFel did A4EHEE

OIDZ Yehdt

o] WE& [TTA-120011]1 4 BJstal U= HAS-160 s+ &ales, [FIPS
180-1]91 4 Aolstar Qe SHA-1 a4 ¢aelE: F&  [FIPS 180-2]014 A<
3tal & SHA-256 sll4 €aglEe] 725 7F-oF gt

" OIDe| A= vha3t 2o

has160 OBJECT IDENTIFIER ::= {
iso(1) member-body(2) korea(410) kisa(200004) npki-alg(1) 2 }

id-SHA1 OBJECT IDENTIFIER := {
iso(1) identified-organization(3) oiw(14) secsig(3) algorithms(2) 26 }

SHA-256 OBJECT IDENTIFIER := {
iso(1)  country(16) USA(840) US(840) company arc(l) US
Government(101) Computer Security Objects Register(3)
nistAlgorithms(4) 1 }

6.2.1.8 4% FAS(TrustedSubjects)
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MUST CONTAIN { certificateTrustList }
ID npki-interoperability(8) ctl(1) oc(2) pkiCTL(1)
}
- Attribute : certificateTrustList

certificateTrustList ATTRIBUTE ::= {
WITH SYNTAX ContentInfo

ID npki-interoperability(8) ctl(1) at(3) certificateTrustList(1)
}
% ContentInfo= [PKCS7]¢] SignedDatags <] H]

pkiCTL OBJECT IDENTIFIER := { iso(l) member-body(2) korea(410) kisa(200004)
npki-interoperability(8) ctl(1) oc(2) 1 }

certificateTrustList OBJECT IDENTIFIER := { iso(l) member-body(2) korea(410)
kisa(200004) npki-interoperability(8) ctl(1) at(3) 1 }

AFA A7 B2e AN TGeT 2L A Lol & 9, ol T
B AEE AFM A7 22 wYs) s Fustelcl Bt

- A A B W ASAZ AXD A%

S AFA AE B AZE AZAT $5E S

- AFA A BRY FEIIT REHAS FS

- %A AE B @ee] gl MAHAS A5

AFAE AFsH7] sliAA= WA <
User’} B PKI9] B _User QAZ=AS AZE wjo] A= ﬁi” o=
@D B_RootCA J% A

@ B_CA 21ZA4
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@ B _User QA=A
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@ B_RootCA 214

@ B_CA 21=A4

® B_User U354
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A PKI
P .

A_RootCA

ANZGALRL A_User= AAle] A= A3 ?1 A_RootCAZF B3TE IS4 AlF]
T E o] B_RootCA2] QISA sl gte] EAst=A AFstaL, ASA A= 55
& A_RootCA®| QISAE &3l HI st ok gt
6.62 A A= £5 HF

UM B2 ASA ASA AFH F50] o] g4 W g A3k 3o

@ [PKCS7]¢] ContentType®] SignedData®l| 333t= OIDIA A

@ [PKCS7]9] SignedData ¥ SignerInfoo] Mz A}
@ SignedData—contentInfo—contentType©] CTLel| 3]33t= OIDIA A

,9,
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@ SignerInfo—authenticatedAttributes®| <743t A A}
® SingerInfo—encryptedDigest HAHA™H 7 %F)

® ASA AF FFo W HA

@ JASA A 559 FE713 AA

ASA A F52] o] &R HAHSubject Usage : A AH§)
© g ASA7F ASA A FFo EFH=Add it AA

,10,
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= 1S4 A8 55 ASN1 Z=

CTL03 DEFINITIONS :=

BEGIN

-- EXPORTS All

IMPORTS

Algorithmldentifier, Extensions, AttributeTypeAndValue, Time FROM
PKIX1Explicit88  {iso(1) identified-organization(3) dod(6) internet(1)

security(5) mechanisms(5) pkix(7) id-mod(0) id-pkix1-explicit-88(1)} ;

CertificateTrustList ::= SEQUENCE {

version Version DEFAULT v1,
subjectUsage SubjectUsage,

listldentifier Listldentifier OPTIONAL,
sequenceNumber INTEGER,

thisUpdate Time,

nextUpdate Time,

subjectAlgorithm Algorithmldentifier,
trustedSubjects TrustedSubjects,

extensions Extensions OPTIONAL }

Version := INTEGER { v1(0) }

SubjectUsage ::= SEQUENCE SIZE (1.MAX) OF CTLPurposeld

CTLPurposeld ::= OBJECT IDENTIFIER

Listldentifier ::= OCTET STRING

TrustedSubjects ::= SEQUENCE OF TrustedCertificate

,11,
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TrustedCertificate ::= SEQUENCE {

trustedCertificateHash HashValue,

trustedCertificate Attributes TrustedCertificateAttributes OPTIONAL }
HashValue ::= OCTET STRING

TrustedCertificateAttributes ::= SEQUENCE OF AttributeTypeAndValue

electronic-civil-application OBJECT IDENTIFIER ::= { iso(1) member-body(2)
korea(410) kisa(200004) npki-interoperability(8) ctl(1) subjectUsage(1) 1 }

pkiCTL OBJECT IDENTIFIER ::= { iso(l) member-body(2) korea(410) kisa(200004)
npki-interoperability(8) ctl(1) oc(2) 1 }

certificateTrustList OBJECT IDENTIFIER == { iso(l) member-body(2) korea(410)
kisa(200004) npki-interoperability(8) ctl(1) at(3) 1 }

signedData OBJECT IDENTIFIER::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-7(7) 2 }

cIL OBJECT IDENTIFIER ::= { iso(1) identified-organization(3) dod(6)
internet(1) private(4) enterprises(1) microsoft(311) 10 1 }

contentType OBJECT IDENTIFIER := { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-9(9) 3 }

messageDigest OBJECT IDENTIFIER := { iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-9(9) 4 }

kedsalWithHAS160 OBJECT IDENTIFIER := {
iso(1) member-body(2) korea(410) kisa(200004) npki-alg(1) 22 }

kcdsalWithSHA1 OBJECT IDENTIFIER := {

,12,
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iso(1) member-body(2) korea(410) kisa(200004) npki-alg(1) 23 }

rsaWithHAS160 OBJECT IDENTIFIER := {
iso(1) member-body(2) korea(410) kisa(200004) npki-alg(1) 20 }

sha-1WithRSAEncryption OBJECT IDENTIFIER := {
iso(1) member-body(2) us(840) rsadsi(113549) pkes(1) pkcs-1(1) 5 }

sha256WithRSAEncryption OBJECT IDENTIFIER ::= {
iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkes-1(1) 11 }

has160 OBJECT IDENTIFIER := {
iso(1) member-body(2) korea(410) kisa(200004) npki-alg(1) 2 }

id-SHA1 OBJECT IDENTIFIER ::= {
iso(1) identified-organization(3) oiw(14) secsig(3) algorithms(2) 26 }

id-sha256 OBJECT IDENTIFIER := {
joint-iso-itu-t(2) country(16) us(840) organization(l) gov(101) csor(3)
nistalgorithm(4) hashalgs(2) 1 }

END

,13,
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HE 2 PKCS#79] SignedData ASN.1 Z=/41

ContentInfo ::= SEQUENCE {
contentType ContentType,
content [0] EXPLICIT ANY DEFINED BY contentType OPTIONAL }
% contentType®] SignedData OIDE "G4/
signedData OBJECT IDENTIFIER::= { iso(1) member-body(2) us(540)
rsadsi(113549) pkes(1) pkes-7(7) 2 }

ContentType := OBJECT IDENTIFIER

SignedData ::= SEQUENCE {
version Version,
digestAlgorithms DigestAlgorithmlIdentifiers,
contentInfo ContentInfo,
certificates [0] IMPLICIT ExtendedCertificatesAndCertificates
OPTIONAL,
crls [1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerInfos SignerInfos }
% SignedData—contentInfo—contentTyped E 9= cTL OIDE G4/
cTL OBJECT IDENTIFIER ::= { iso(1) identified-organization(3) dod(6)
internet(1) private(4) enterprises(1) microsoft(311) 10 1 }
% SignedData—contentInfo—contentd = o = CertificateTrustList”} £ 3/
% SignedData—certificates ¥ E 9= SignedData®ll 41§ e+ ¢/5A4] 9} CTLY
EFEHE ISAIE ZFT 7 AS5

¥ crls¥ E= AFSSIR] Y5
DigestAlgorithmlIdentifiers ::= SET OF DigestAlgorithmldentifier

ExtendedCertificatesAndCertificates ::= SET OF ExtendedCertificateOrCertificate
ExtendedCertificateOrCertificate ::= CHOICE {

certificate Certificate, -- X.509
extendedCertificate [0] IMPLICIT ExtendedCertificate }

,14,
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CertificateRevocationLists ::= SET OF CertificateRevocationList
SignerInfos ::= SET OF SignerInfo

SignerInfo = SEQUENCE {
version Version,
issuerAndSerialNumber IssuerAndSerialNumber,
digestAlgorithm DigestAlgorithmIdentifier,
authenticated Attributes [0] IMPLICIT Attributes OPTIONAL,
digestEncryptionAlgorithm DigestEncryptionAlgorithmldentifier,

encryptedDigest EncryptedDigest,
unauthenticated Attributes [1] IMPLICIT Attributes OPTIONAL }
% authenticatedAttributes’ Z ol = PKCS#99) 4] A€ contenttype  message
digest % & Z g oFF
contentType OBJECT IDENTIFIER := { iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-9(9) 3 }
messageDigest OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi(113549) pkes(1) pkes-9(9) 4 }
% unauthenticatedAttributes’d E+= ©] &3]3 &

IssuerAndSerialNumber ::= SEQUENCE {

issuer Name,

serialNumber CertificateSerialNumber }
DigestAlgorithmlIdentifier ::= Algorithmldentifier
EncryptedDigest ::= OCTET STRING

Attributes ::= SET OF Attribute

Attribute ::= SEQUENCE {
type  AttributeType,

value AttributeValue }

,15,
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AttributeType ::= OBJECT IDENTIFIER

AttributeValue ::= SET SIZE(1..MAX) OF AttributeValueltem

AttributeValueltem = ANY DEFINED BY AttributeType

,16,
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